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Setting a Networking Lab with GNS3

GNS3 is a software tool for network emulation. With GNS3, you can emulate Cisco devices (routers,
switches, firewalls, etc.) with Cisco 10S on your PC. GNS3 enables to test the configurations and
functionalities of Cisco devices and deploy complex networking scenarios on a single PC.

During the course on Routing and Switching at ESIB, you will discover different functionalities of GNS3
and get familiar with its various features.

-. Software Download

GNS3 is already downloaded on the Lab PCs. If you need to install it on your PC, you should create an
account and download it from https://www.gns3.com/software/download. Make sure to choose the
right version for your operating system. Moreover, during the first steps of the installation, choose to
Run only legacy IO0S as shown below.

& Setup Wizard 4 b4

Server
Please choose & server type o run your GNS3 nebwork simulations. The GNS3 WM is strongly recommended on Windows and Mac 05 ¥,

Run modern 105 {105y or I0U), ASA and appliances from non Cisco manufacturers.
Thiz will require an additional VM (the GNS3 VM iz available for free) .
® Run only kegacy T0S on my computer
Requires 105 images <= C7200
Run everything on a remote server (advanced usage)
The server will be on a remote computer and can be shared with multiple wsers,

D't show this again

[dext > Cancel

Copy the file c3725-adventerprisek9-mz.124-15.T14.image from the folder commun to your
local Downloads folder.

-. Basic Configuration
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Start the GNS3 software by double-clicking on the Desktop icon. Select the Local server and
Don't show this again button.

& Setup Wizard

Server
Pleagse dwose a server type o run your GNS3 network simulations. The GNS3 WM is strongly recommended on Windows and Mac 05 X,

Local GHE3 VM

® Local serer

¥ Don't show this again

Mext > Cancel

Then, configure the local server.
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& Setup Wizard [ x
Local server configuration
Please configure the following GNS 3 local server settings
Server path; |C:'Fmgram Files|GNS 3igne Sserver EXE| | Browse...
Hest binding: | 127.0.0,1 -
Port: 3080 TCP #
< Back bext> || Cance

Now proceed to add an I0OS router.

Import an applance templaie fie
OR
& e ey BOS router wsng & real BIS mace (supported by Dynamips]
Bdd an 500 [BOS on UNDX) device using & L3 or L2 {50 mage
A a Qe virtual machine
Ak s Vi sl v Ul sachioe
Add & Yiiware virbusl msdne
fdd & Doschoer container
fadd 3 VPCS
#dd & doud
A & genenc ethemet hub

Acd a genenic etharnat swsch

-. Adding a Cisco Switch

In order to add a Cisco switch to GNS3, browse and select the c3725-adventerprisek9-
mz.124-15.T14.1image in your Downloads folder. Click yes to copy it to the default images library.
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6 Mey rout tEm
105 image ;
Please choose an [0S image.
I0S image:
|| prowse...
& Image X

Would you like to copy c3725-adventerprisek9-mz.124-15.T14.image to the
default images directory

Yes || No

| Cancel

Now check the button This is an EtherSwitch router.

€ New I0S router - c3725-adventerprisekd-mz.124-15.T14.image ? X

Hame and platform )
Please choose a descriptive name for this new I0S router and verify the platform and chassis,

MName:  EtherSwitch router

Platform:  c3725 -
Chassis: -
¥ | This is an EtherSwitch router

o | o> [ came

Click on Idle-PC finder and wait for the process to complete.
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e . _ ¢

Idle-PC ~
An idle-pc value is necessary to prevent 105 to use 100% of your processor or one of its a
cores.

Idle-PC: |0X60c08538 |

& Idle-PC finder K

o Idle-PC value 0x60c086a8 has been found suitable for your 105 image

OK |

<gak |[ Ensh [ cance

Apply to validate the new device parameters. Now you are set to start using Cisco switches with
GNS3.

-. Adding a Cisco Router

In order to add a Cisco router to GNS3, start by copying the file c7200-advipservicesk9-
mz.150-1.M.bin from the folder commun to your local Downloads folder. Now, go to Preferences,
then I0S Routers and click on New.
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& Preferences

General

Server

Packet capture
VPCS

~ |05 an UMIX
10U Devices
~ QEMLU
Qemu VMs
* VirtualBox
VirtualBox VMs
~* YMware
VMware VMs
= Docker
Docker Containers

) *

| I0S router templates

* General
Templabi namie

Default mame format: ESWIG]

Senver:
Platform:
Image
|dile=PC:
Staup-cenlig
* Memories and dinks
Fibd:
MVRAM:
10 memong
PCMCIA diskd:
PCMACIA disk:
Ao delete
-
Slot 0
Siot 1

EthaiSvet ch rewter

local

cifs

Oy Users) T 10238 GHS S imagesh 1054 c3T2 5-adventenprisekd-mz. 124- 15, Tidimag
Debciifad

T Ui, 710238, OGNS conhigitsad_sthanvich_jtartug-canlng i

129 WAB
256 168
5%
1MiB
OB
Falaz

GTOE100-FE
M- 1 BESW

et

Click on New Image, then browse and select the c7200-advipservicesk9-mz.150-1.M.binin

your Downloads folder. Click yes to copy it to the default images library.

€ New 105 router template [
105 image
Please choose an [0S image.
Existing image ' ® New Image
I0S image:
| Browse...
| Cancel
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Make sure to add Fast Ethernet interfaces to your router as in the image below.

€ New I0S router - c7200-advipservicesk9-mz.150-1.M.image 7 X

Network adapters a

Flease choose the default network adapters that should be inserted into every new instance of

this router,
sot 0: | C7200-10-FE b
slot 1; | PA-2FE-TX -
dot 2: -
slot 3: bl
slot % -
dot 5 -
siot & =

« Back [W] Cancel

Click on Idle-PC finder and wait for the process to complete. Finally, apply to validate the new device
parameters. Now you are set to start using Cisco routers with GNS3.

-. Starting a New Project

Choose a name for your project.
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_E

Ed#  Weew Control Device #Annctste Tocls Help

E!‘-‘i OCl>»>» NHC #

BIOQaA@

& Mew project ?
Freogect

rame: |ls1

LocaBors |Cilksers | T10238'GM5 Tiprogects (est Broswse...
Open & project. Becent projects..., o Cancel

UAetO[h

Console

NG ] management corsne,

Running GH53 versor 1,5, 3 on Windows (§4-it) with Python 1.5.2 QL 5.7.0,
Copryright (£} 2006-2018 G5 3 Technologes,

Lise Help - G55 Doctor fo detect common msues,

-

= Tepology Sumnary BE

Servers Summary B
& Local CPU 1.6% RAM 27.1%

]

Select the devices from the left panel.

@ tectgral™ - GNS3
File Fd# Wiew Cortrol Device Annctste Tocls Help

All dicis
ATM saitch
e

Cloud

Ethemet bub

Erhemat switch

UAeh O &
|

ﬁmm ]
Console:

EH5 ] management conse,

Furwng EM53 verson 1.5, 3on Windows (§4-bit] with Python 15,20t 5.7.0,
Coprmight: ) 2006-2018 G5 3 Technologes,

Use Help -> G55 Boctor fo detect common issues.

-

EE OF>> BC o

ESW1

L
B

pHloaam

= Topulgy Srnay BE
@ Wi

Servers Summary [l
[ Locsl CPU 1.7%, RAM 26.5%

BE
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Click on the green button to start all devices. Then select Control and Console connect to all
nodes.

re

File Ed#t Yew Control Device Annciste Tools Help

el OB> > BC Fmilcoam

& Topology Sy ]

Al i

Q@ o=
Choud

# J Ethemet bub

Ebhsmeet swetch

ESW1

Jl o% © 1]

He-'.'bl:ink progect

Now you have access to the CLI (Command Line Interface) of the Cisco devices in your network.

-. Saving your Work

During the Lab, you should frequently save the configuration of each of the Cisco devices. For this,
you can use the following command to store the running-config into the startup-config (NVRAM).

#copy run start

Then, using the File drop-down menu, you can export your work into a portable project you can use
on another machine.

-. Tips and Hints

- * Click on the abc button to show the interface names on the network.
& e Right click on any link to start capturing packets using Wireshark.
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